Privacy and security of health information is a basic expectation of patients. Despite the existence of federal and state laws safeguarding the privacy of health information, health information systems currently lack the capability to allow for protection of this information for minors. This policy statement reviews the challenges to privacy for adolescents posed by commercial health information technology systems and recommends basic principles for ideal electronic health record systems. This policy statement has been endorsed by the Society for Adolescent Health and Medicine. Pediatrics 2012;130:987-990 
A policy statement regarding use of personal health records (PHRs) published in 2009 by the AAP addressed the importance of protection of privacy. The AAP policy statement "Using Personal Health Records to Improve the Quality of Health Care for Children" stresses the importance of the development of the PHR as an extension of the EHR but also addresses the lack of privacy controls, which are necessary for adolescents to access care protected by state and federal laws. 12 
STATEMENT OF THE PROBLEM
Current health information technologies, including EHRs, PHRs, personally controlled health records, health information exchanges (HIEs), or other patient portals generally do not have the flexibility or the technical capacity to maintain or support policies that address the ability of minors to give their own consent for health care or to protect minors' sensitive health care data. 13 Privacy and trust between the adolescent and provider during the health care visit is complicated by requirements to document care in the record, bill for services, and communicate with the parent/guardian within the boundaries of applicable state laws. [14] [15] [16] PHRs can improve access to health information, but to realize the benefits for teenagers, standards for developing and accessing the information within PHRs must include the ability to protect privacy and security issues for adolescents. The PHR must have the flexibility to meet the variation in the legal mandates of the state in which the teenager resides. These standards must also grant adolescents the ability to exclude parents or guardians from their PHRs when state law allows that they may consent for their own health care without parental consent on the basis of status (eg, as an emancipated or mature minor or as a parent) and on the basis of the services they seek (eg, diagnosis and treatment of STIs, contraception, substance abuse counseling and treatment, and mental health care). 7, 13, 16 Currently, most systems are not capable of allowing dual ( The AAP recommends the following basic principles for ideal EHR systems:
1. The creation and implementation of criteria for EHR systems that meet privacy standards for adolescents, particularly in areas of care that are protected by federal and state laws.
2. The creation and implementation of criteria for EHR systems that allow determination of who has access to, or who has the ability to control access to, the medical record either in total or in part. The "who" would need to accommodate any legally authorized physician, health care provider, guardian, or patient, including an adolescent or minor, and must be adaptable to change on the basis of the age and health care activity of the patient. Controlling access should also take into account the specific issues related to release of information (to other providers or secondary to subpoena) such that only the minimum necessary information pertinent to the request is released to protect the privacy of the adolescent. 
SUMMARY/CONCLUSIONS
Privacy and security of health information is a basic expectation of patients. The HIPAA Privacy Rule provides federal protections for personal health information held by covered entities and gives patients an array of rights with respect to that information. The HIPAA Security Rule specifies a series of administrative, physical, and technical safeguards for covered entities to use to ensure the protection of privacy, integrity, and availability of electronic protected health information. These protections focus on breaches of security and rarely address the needs of minors or adolescents, who routinely have health care provided under their parent' s supervision. These issues apply equally to other populations including young adults who still live with their parent or guardian as well as for adult populations, and we believe that the recommendations have broader applicability beyond adolescents.
Although HIPAA rules defer to state law regarding minors with "exceptional circumstances" (eg, adolescents seeking care for STIs) and gives the minor and not the parent the right to this protected health information, the rules have not led to commercial health information technology systems having the capability to protect this information.
This policy addresses the basic needs related to privacy issues that must be protected within commercial health 
